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Project Overview 

• Aim:   
– the ‘what, why and how’ of information futureproofing.  

• Challenges of information loss in longer term: 
– Longer infrastructure lifecycles but shorter lifecycles of IT 

– Information is lost due to technological and organisational 
changes in longer term 

– Where information is retained for long term, it might not 
be retrievable or reusable 

• Methodology: literature analysis, industrial workshops, 
interviews, case studies 

• Intended Outputs: an assessment tool, publications 



Information loss issues 

Unreliable old 
information 
from unknown 
resources 

Longer 
infrastructure life 
cycle and rapid 
technological 
changes 

 
 

Hardware and 
technology failures 
leading to 
information loss 

Multi-
stakeholder 
nature of the 
infrastructure 
projects 

Information loss 
due to various 
file formats used 



Current Practice in Infrastructure Domain 

Typical delivery of information in 
handover phase 



What is Information Futureproofing? 

«The process to select or identify technologies and 
services that would enable long term storage and 
retrieval of infrastructure information.» (Masood et al 2013). 

 

 Key characteristics: 
To make better 
decisions for 
futureproofing 
infrastructure, 
information which 
has key 
characteristics,  
should be available 
in  the long term. 

5-Flexible 

4-Reusable 

3-Retrievable 

2-
Accessible 

1-
Available 

5-The information can be 
used for different purposes 
beyond its creation purpose. 
4-Once the information is 
created, it can be used 
multiple times. 
3-The information is 
searchable. 
2-The information is stored 
in a place and can be 
opened . 
1-The information is 
available, and stored  
somewhere. 



Information Futureproofing Approach 

1-Identify information 
retention requirements 

for long-term (D-I-T2 
Analysis*) 

1a-Identify Decisions / 
Objectives / Tasks  

1b-Identify key information 
produced  

1c-Identify Enabling 
Technology landscape 

1d-Identify key information 
required/used 

1e-Identify retention time for 
each information produced 

2-Assess risk of 
information loss in 

long-term 

2a-Assess severity / impact  
of information on 

infrastructure decisions 

2b-Identify key hazards 
leading to information loss  

2c-Assess likelihood of 
hazards of information loss 

in long term 

2d-Calculate preliminary risk 
rating 

3-Provide guidelines to 
enable information 

futureproofing 

3a-Provide guidelines to 
enable information 

futureproofing 

* D-I-T2 Analysis = Decision – Information – Technology – Time Analysis 



Stage 1: Identify Information Retention 
Requirements 

•Eg. What is the 
design criteria for 
the structure? 

1a-Identify 
Decisions / 
Objectives / 

Tasks  

•Eg. Structural 
calculation plan 

1b. Identify key 
information 

produced 
•Eg. Hardware: CD 

•Eg. Software: 
Acrobat Reader 

•Eg. File types: pdf 

1c. Identify enabling 
technology landscape 

•Eg. Conceptual 
design is the 
predecessor of 
Structural 
Calculation Plan 

1d. Identify key 
information 

required/used •Eg.Life time of 
infrastructure, 50 
years 

1e. Identify 
retention time for 
each information 

produced 

Decision – Information – Technology – Time (DIT2) Map 

S. 

No. 

Infrastructure 

Decisions / 

Objectives / 

Tasks 

Information 

produced 

Severity / 

impact of 

information 

loss (1-5)* 

Documentation 

/ database 

Enabling technology Predecessors Keep 

for 

(years) 

Used 

when 
Software 

application 

File 

format 

Storage 

media 

1.           

..           

n.           

*Severity column is related to risk assessment 



Stage 2: Assess Risk of Information Loss 

•Eg. Severity (S) of 
Structural 
calculation plan 
on design criteria                       

2a-Identify 
severity / 
impact  of 

information on 
infrastructure 

decisions 

 

 

•Eg. The physical 
storage media may 
deteoriate in the 
long term period.  
(Harddisk drive- Hw-
longevity) 

 

2b-Identify key 
hazards leading 
to information 

loss  

•Eg. Likelihood 
(L) of  physical 
storage 
deteoriating in 
the long term.  
(Harddisk drive- 
Hw-longevity)                          

2c-Identify 
likelihood of 
hazards of 

information loss in 
long term 

•Risk (R)=Severity (S) X 
Likelihood or possible 
frequency of hazards (L) 

•Eg. 20 (R) = 4 (S) X 5 (L) 

2d. Calculate risk 
rating 



Information Futureproofing Hazards 
Hardware 

hazards (C1) 

1.1 Deterioration 
of physical storage 

media  

1.2 Obsolete 
physical storage 

media  

Software 
hazards (C2) 

2.1  Obsolete 
software 

applications 

2.2 Non interoperability  
of data formats created 
by different versions of 

same application 

2.3 Non interoperability  
of data formats created 
by different applications 

2.4 Having and 
using multiple 

databases 

2.5 Improper 
migration from 

one technology to 
another 

Organisation 
(and policy) 
hazards (C3) 

3.1 Loss of 
physical storage 

media   

3.2 Losing 
information while 
sharing between 

stakeholders 

3.3 Storing related 
information 
separately  

3.4 Storing related 
information on 
different media  

3.5 Storing related 
information in 
different file 

formats  

3.6 Having 
scanned papers 
archive with no 
search ability 

3.7 Having low 
low resolution of 
scanned papers  

3.8 Using different 
naming 

convention for 
same information  

Organisation 
(and policy) 
hazards (C3) 

3.9  Inadequate or 
no meta data 

3.10 Having 
unreliable 

information  

3.11 Storing 
crucial decisions 

and information in 
emails 

3.12 Frequesnt 
changes of  

owners / facility 
manager  

3.13 Lack of clarity 
in ownership of 
infrastructure 

3.14 Changes due 
to adoption of 
new policies  

3.15 Lack of 
authorisation / 

authentication in 
long term 

3.16 Loss of 
information due 

to changes in 
solution provider  



Risk Rating Matrix and Definitions 

Severe 
The consequences will have a severe impact on the decision/objective/task and comprehensive management action is 
required immediately. 

Significant 
The consequences of the risk would be significant, but not severe. Some immediate action is required plus the development 
of an appropriate action plan. 

Moderate 
Consequences of the risk are not significant and can be managed through contingency plans. Action plans can be developed 
later to address the risk. 

Minor Consequences of the risk are considered relatively unimportant. The status of the risk should be reviewed periodically. 

 Information loss 
requiring minor 
internal 
intervention e.g. 
to find 
information from 
other sources (1) 

Information loss 
requiring internal 
intervention e.g. 
spending 
additional time to 
regenerate 
information from 
other sources (2) 

Information loss 
requiring external 
interventions e.g. 
surveying to 
regenerate 
information (4) 

Cant regenerate 
information, too 
costly or 
regenration will 
take too long (8) 

Information loss 
resulting in bridge 
or structure 
collapse, ending 
the 
project/contract, 
and bringing bad 
repute to the 
project (16) 

Li
ke

lih
o

o
d

 

Will invariably happen - 
could occur repeatedly 
(5) 

5 10 20 40 80 

Highly probable - could 
occur several times (4) 

4 8 16 32 64 

Possible- could occur 
sometime (3) 

3 6 12 24 48 

Possible, might happen 
though unlikely (2) 

2 4 8 16 32 

Remote 
possibility/negligible (1) 

1 2 4 8 16 



Stage 3: Provide Guidelines to Mitigate Risk 

• Techological solutions  
– Hardware e.g. Backup solutions (Networked backup, 

Cloud based backup) 

– Software e.g. Using interoperable data file formats 
(XML) 

– Standards e.g. CoBie, IFC  

• Organizational solutions  
–  Standards e.g. Building Information Modelling (BIM) 

– Information futureproofing strategy e.g. Backup  
strategy, Data migration strategy 

–  Roles, responsibilities, skills 

 



Crossrail 
Information map for new 

underground rail infrastructure 

London Underground 
Identification of hazards of 
information loss for existing 

underground rail infrastructure  

Hertfordshire County Council 
Information map and risk 

assessment for existing bridges 
and structures 

Institute for Manufacturing 
Information map and risk 

assessment for Alan Reece 
building 

Information futureproofing case studies 



Cambridge Institute for Manufacturing Building – 
Info futureproofing assessment case study 1 

The building we are in! 



Case Study - University of Cambridge,IfM 

Roles Company 

Client 

Institute for Manufacturing (Department of 

Engineering-Div. E) 

Client Representative Estate Management 

Employer's Agent/Project Manager Hannah Reed & Associates 

Architect Arup Associates 

Structural Engineer Arup Associates 

Services Engineer Arup Associates 

Quantity Surveyors Davis Langdon & Everest 

CDM Co-ordinator Hannah Reed & Associates 

Principal Contractor Marriott Construction 

M&E Components Contractor CRC 

Authority Planning Cambridge City Council 

Building Control Cambridge City Building Control Services 



Stage 1: Information kept in IfM 

Handover Information  
Handover information is 
being kept in 3 CDs and 
composed of equipment 
manuals, drawings, Health 
and Safety (H&S) Files, and 
Operation and Maintenance 
(O&M) Manuals. 

Building Management 
System 
Data is collected from 
sensors which are specific 
to critical assets and 
summarized in BMS.  It  is 
being used to to control if 
assests are working 
properly. 

Service Activities 
Planned maintenance 
activities are in «Service 
activities document» and 
reactive maintenance is in 
Evernote. 



Information kept in Estate Management 

IfM Architectural General Arrangement 
Ground Floor Plan 
Autocad Drawing in .dwg format. It is both in 
handover information in IfM and Autodesk 
Vault in Estate Management 

File structure of 
each building in 
Autodesk Vault 
3D drawings are 
being kept inthe 
Autodesk Vault. It 
has version 
control. 

Buzzsaw is the 
project 
collaboration tool 
and is the mirror 
image of the Vault. 
It is used for data 
retrieving from 
different 
applications i.e. 
hand held devices 



Information kept in Estate Management 

Micad Space Management system  
It keeps the information about Location 
of the building, Space usage 
information, Building Condition survey 
reports, Asbestos management 
information  

O&M activities kept in the Planet Asset 
Management System 
It does not have the detailed description of 
maintenance  
work. Thus, asset maintenance history cannot 
be tracked.  



Information Map - IfM 
(Information to be kept for the life time of IfM building) 



Enabling Technology Analysis 

 

92.59 

3.70 

1.85 1.85 

Storage  Media 

CD

Cloud

Hard Disk

University Servers

83.33 

9.26 

1.85 

1.85 1.85 1.85 Software 

Adobe Acrobat Reader

Autodesk Autocad

Evernote

Ms word

Planet Asset Management System

Redbite Asset Man. Syst.



Stage 2: Risk Assessment-Hardware Related 
Hazards 

Severe 
Significant 
Moderate 
Minor 



Risk Assessment - Software Related Hazards 

Severe 

Significant 
Moderate 
Minor 



Risk Assessment - Organizational Hazards 
Severe 
Significant 

Moderate 
Minor 



Stage 3: Solutions to Mitigate Risks 

• An information futureproofing  strategy is 
needed. 

• Information kept in different information 
management systems is required to be linked e.g. 
Planet Asset Management System, Micad. 

• Current information systems are needed to be 
improved or new system are to be adopted  due 
to inadequate tracking of activities.  E.g. 
Evernote, Planet Asset Management system 

• Having information backup strategy especially for 
the information stored on CDs. 

 
 



Conclusions for IfM case 

• Organizational problems- the most important problem is 
finding the responsible person for O&M activities related to 
IfM. 

• Technological problems - the information resources are 
diverse. They have information in different places and it is 
not very easy to access them. The related information is not 
being kept together. Since they are separate in different 
places and formats, combining those information and 
making a decision/judgement is very hard. They do not 
have a supply chain control in the state of who did what. 

• The organizational challenges may  be adressed by 
technological  solutions or vice versa.  
 



Hertfordshire County Council Bridges & Structures – 
Info futureproofing case study 2 

(Hertfordshire County Council 2011) 



Agenda 

Hertfordshire County Council Bridges Infrastructure 

 
 
 
 
 
 

1020 - Six Hills Way Shephall 

 
 
 
 
 

1942 - Springwood Footbridge 

 
 
 
 

 
1469 - Kingsmead Viaduct 

 
 
 
 
 
 

0023 - Roxford Bridge 

 
 
 
 
 
 

2164 - Marsh Lane Culvert 

 
 
 
 
 

0877 - Mount Pleasant 

 
 
 
 
 
 

0140 - Broxbourne Nazeing  

* 



Agenda 

Case Study – Hertfordshire County Council 

Information Futureproofing Problems: 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Information does not 
exist 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Information exists but not 
retrievable 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Information is retrievable 
but not useable 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Not being able to find as-built 
drawings 

Bad filing – storage of 
information Un reliable data in CONFIRM db 

– a large no. of fields are 
unchecked 

Issues around availability of 
updated information, and 

limited or no sharing of 
information by third parties 

after completion of 
maintenance work 

Meta data is missing – don’t 
know what is retained 

Information archived on paper 
(~5,000 archived boxes) – don’t 

know what’s in the boxes, 
difficult to find when 

information is required 

Information retained in emails is 
not accessible and search able – 
this includes decisions, legal 
files, etc (especially important 
when people move or 
contractor is changed) 

Problems with scanned files – 
tiny images, low resolution 

Integration issues – 
information is retained in 

various different databases 
making it hard to access, link 

and use information when 
required 

Identify 
information 

retention 
requirements 
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File Type Analysis - HCC Selected Bridges 

* Results are based on data provided for selected seven bridges of Hertfordshire County Council 

Pictures and Documents make 98% of retained information by numbers! 



Agenda 

File Size Analysis - HCC Selected Bridges 

* Results are based on data provided for selected seven bridges of Hertfordshire County Council 

Pictures and Documents make 99% of retained information by size! 



Hertfordshire County Council Bridges & Structures – 
Info futureproofing case study 2 

Decisions – Information – Time Map

5 yrs 10 yrs 100 yrs 100+ yrs Other structures

D
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M
a
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R
e

q
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e

m
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n
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As built 

design 

models & 

hand over

Detailed 

design 

models

O&M (assessments, 

reviews, approvals)

Prioritisation of 

maintenance 

works

Assump

tions

Design

Inspection

Information stored for 

long term

Decisions that might be 

affected due to information 

loss in long term

Information 

produced

Functional 

requirements

Reuse / 

refurbishment

Widening

Strengthening Capacity Certificates



Crossrail Tunnels & Pumps – 
Info futureproofing case study 3 

(Crossrail 2014) 



Impact 

A paper presented and published during  IET/IAM 
Asset Management Conference 2013, held in London 
(11/2013). 
 
Another paper is accepted for presentation in 
IET/IAM Asset Management Conference 2015, to be 
held in London (11/2015). 
 
Poster presentations at various industrial workshops 
and INDIN 2015 conference 



Conclusions 

Strengths / usability 

 A strategic approach to dealing with 

information loss issues in the long-

term. 

 Identification of decision-information-

technology dependencies is helpful in 

visualising the futureproofing 

challenge 

 Risk assessment process is helpful in 

highlighting hazards and assigning risk 

ratings based upon information loss 

Weaknesses 

 The assessment approach is 

dependant on personal judgements. 

 The assessment approach is labour 

intensive requiring commitment and 

time. 

Opportunities / usefulness 

 Usefulness (where does this fit well?) 

 Creation of an information 

futureproofing strategy for each 

infrastructure 

 Creation of an enhanced set of asset 

information requirements (AIR)  

 Enhanced risk assessment / 

management processes 

Threats 

 Information technologies change 

rapidly over time, so the information 

futureproofing assessments might also 

become outdated soon 



What’s next? 

• Additional case studies 

– Via academics/researchers 

– Via students (a PhD Visiting  Student has worked on 
the project during 2014/15; and is continuing her PhD 
on the subject) 

• Consultancy via IfM ECS 

• Further research proposals (e.g. EPSRC, Innovate UK, 
Industry funded) 
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